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2 See, e.g., United States, International Strategy for Cyberspace: Prosperity, Security, and
Openness in a Networked World (May 2011), at 9, available at
http://www.whitehouse.gov/sites/default/files/rss_viewer/international strategy for cyberspace.p
df (last visited Nov. 19, 2012) ("U.S. International Strategy for Cyberspace").

3 U.N. Charter, art. 2, para. 4.

4 See, e.g., Michael N. Schmitt, Computer Network Attack and the Use of Force in International
Law: Thoughts on a Normative Framework, 37 COLUM. J. TRANSNAT' L L. 885,913 (1999).
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5> See U.S. International Strategy for Cyberspace, supra note 2, at 14.
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U R o An SR I AR S AR R P R SR N REAT Y, TR R S0 B R Y R
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7 See Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the
Protection of Victims of International Armed Conflicts ("Additional Protocol I"), art. 52(2),June 8,
1977, 1125 UN.T.S. 3. BEIRIFAR H N LA 2056 — I BOE B4R 2118, 56 E KRS LA i) —
S SRR s ™ B RV I — S5 R e 1 ST Bik s SR It SOfp e VR 22 R AN S ST 457
bRy 25k . EEXS T 28— N e B U118, see Abraham D. Sofaer, The Position of
the United States on Current Law of War Agreements, in The Sixth Annual American
Red-Cross-Washington College of Law Conference on International Humanitarian Law: A
Workshop on Customary International Law and the1977 Protocols Additional to the 1949 Geneva
Conventions, 2 AM. U. J. INT'L L & POL'Y 415, 460-71(1987). -2 E Sz £ (55 — B il 2
H IR 18, see Michael J. Matheson, The United States Position on the Relation of
Customary International Law to the 1977 Protocols Additional to the 1949 Geneva Conventions, 2
AM. U.J. INTLL & POL'Y 415, 419-36 (1987).
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8 See Additional Protocol I, supra note 7, art. 51(5).
% See Additional Protocol I, supra note 7, art. 36.

10 S e ) L 45 21K 22 0] SR [ PRy Be IR AT, 4700 g e 7 [ Bmvi 23 R e e i (]
FXFE FRATEAT NEI 54T %) H . See, e.g., Articles on the Responsibility of States for
Internationally Wrongful Acts, art. 8, Annex to G.A. Res. 56/83 (Dec. 12, 2001), U.N. Doc.
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A/RES/56/83; Application of the Convention on the Prevention and Punishment of the Crime of
Genocide (Bosnia and Herzegovina v. Serbia and Montenegro) (Merits), 20071.C.J. 43, 207-08
(Feb. 26, 2007).

11" See, e.g., William H. Taft IV, Self-Defense and the Oil Platforms Decision, 29 YALE J. INT'L
L.295, 299-302 (2004) and Abraham D. Sofaer, The Sixth Annual Waldemar A. Solf Lecture in
International Law: Terrorism, the Law, and the National Defense, 126 MIL. L. REV. 89, 93-96
(1989).

12 See, e.g., Military and Paramilitary Activities in and Against Nicaragua (Nicar. v. U.S.)(Merits),
1986 1.C.J. 14, 178 (June 27) ("it will be necessary to distinguish the most grave forms of the use
of force (those constituting an armed attack) from other less grave forms") and id. at127 ("[w]hile
an armed attack would give rise to an entitlement to collective self-defense, a use of force of a
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lesser degree of gravity cannot . . . produce any entitlement to take collective countermeasures
involving the use of force").
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13 Universal Declaration of Human Rights, G.A. Res. 217 (II) A, U.N. Doc. A/RES/217(1II) (Dec.
10, 1948), art. 19 (emphasis added).

14 See, e.g., Secretary of State Hillary Rodham Clinton, Remarks on Internet Freedom (Jan.
21,2010), available at http://www.state.gov/secretary/rm/2010/01/135519.htm.

15 See U.S. International Strategy for Cyberspace, supra note 2.
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16 See, e.g., ASEAN Regional Forum, Co-Chairs' Summary Report, ARF Workshop on Proxy
Actors in Cyberspace, Hoi An City, Quang Nam Province, Viet Nam (March 14-15, 2012),
available at

http://aseanregionalforum.asean.org/files/library/ ARF%20Chairman's%20Statements%20and %20
Reports/The%20Nineteenth%20ASEAN%20Regional%20Forum,%202011-2012/10%20-%20Co-
Chairs%20Summary%20Report%20-%20ARF%20Workshop%200n%20Proxy%20Actors%20in
%20Cyberspace,%20Quang%20Nam.pdf.
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